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Learning Objectives

* Attendees will be able to describe the purpose and
components of an incident response plan.

* Attendees will be able to explain how cyber insurance
can offset risks of a data breach.

» Attendees will be able to list the first three things to do
if a data breach occurs.
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What is Your

Risk Level?
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Poll Question #1

How many auto insurance claims did you file for auto collisions in the
past 5 years?

a) O
b)
c)
d)
e)

A W N -

f) 5+




Poll Question #2

What is the top reason that you have homeowners/renters insurance?
a) | cannot afford a loss

b) | want to protect my personal property

c) |am worried about the safety of my family

d) | am worried about the threat of fire, flood, burglary, etc.
e) | do not have homeowners/renters insurance



Data Breaches in Audiology

Q18. How many times was your practice hacked or the victim of a data
breach within the past 12 months?

°0 117
e1-4 11
e 5-9 1
e10+ 1

“Cybersecurity in Medical Private Practice: Results of a Survey in Audiology,” Josiah Dykstra, Rohan Mathur, Alicia Spoor. IEEE 6th International Conference
on Collaboration and Internet Computing (CIC), December 2020.



Watch a (fake) Data Breach!







Poll Question #2

When did a data breach occur?
a) When the phishing email was received
b) When the phishing email was opened

c) When the PDF attachment was opened

d) When the attacker accessed the victim’s computer
e) No data beach occurred



PHI on the

Dark Web

-
W Hea™ e

Detabane (2070003 stwrty) lrom Mtarts Coarga Onded Sates | ThaPesDual Macket - Tor B

-— I'
Fa Bdr Y Hoory Bocemaris Jacls Heb
£ hesaravenond on ThateaDen Mas B Hesthoare Database (64000 Pasertih. IS eathcare Datsbune (293000 Fatare. B Heathcae Outabune (357500 Patere.. * | 4
C & 0 P e
&

MHear

Be Crom
@ e Sheds

Care Datadess | 39T 000 e ta SN AL ER, Delrgd Lol Tes

Healthcare Database (397,000 Patients) from Atlanta, Georgla, United
States

Hanng PO TS peadect Dasod Ob MmO of ARl 0] Saes

Seder  thedarkowediond ( 0 ) 0% Positive leedback

FIRST M

R

LASTNAME JR

L R

DZWS20000000 iy Kb

EY S T

00077

o, FE i not rogaired s Toe )

N KK /0 sl

m

Deacriptice

TR
Blue Dental Blue Vision R BYC 6347292

A Feudbach Hetun Policy

Hetuns vl not D sccepted The ongey datstase wil De permansrtly and

socurely Ocieted InCe 304 The buyer wil Be the only g with exciusye

© 2021 Designer Security, LLC

13




PHI on
Twitter

Adam Schefter &
@AdamSchefter

ESPN obtained medical charts that show Giants DE
Jason Pierre-Paul had right index finger amputated
today.

NEEDS : HAND MAJOR, HAND MICRO, ELBOW RETRACT(

*¢ 23HR ADMIT **
Private Comments:

- -

)4 16:00 4734389 PIERREPAUL, JASON 26 Year

Ctive AMPUTATION FINGER (Other/See Comments)
smw GRAFT SPLIT THICKNESS TO EXTREMITIES (Right,Arm -
)
Public Comments :
RIGHT INDEX FINGER RAY RESECTION, SPLIT THICKNE

HEED HAND MAJOR, DERMATOME, K-WIRES
) e Private Comments:

7:04 PM - Jul 8, 2015 - Twitter Web Client
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Napkin Math

What might your fine be?
# Patients x S100 = ? Didn’t know
# Patients x $50,000 = ? Willful neglect

Does not include:

* Breach investigation
* Remediation

* Notification Letters




Sample Data Breach Cost Calculator

these 7 questions.

HOW Many records weve esposed’ Fechrd
What type of data was exposed’ a®
s this the organizabion s first breach? . Vs

s I

Was the dals sioniMd In & ceniraiged systenmyiocaton’

1 fraud expecied? s Yo
A CLan achion Liwiul oxpeciod’ s Y
» '.u"'

Does your organizabon curranily Bave dala Breach Coverage”’

Answor the questions in the first section. Click the ‘Calculate’ button to view your estimated costs based on your answers to

NO

NO

NO

https://eriskhtib:¢omy/mini-calc-usli
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What is a Data Breach?

An incident that results in an impermissible use or disclosure
Your attorney should advise you when an incident is a data breach

State-level definitions
“Breach of security” of “personal information”



Example from Maryland

MD Comm L Code § 14-3504 (2015)

(a) "Breach of the security of a system" defined. -- In this section:
(1) "Breach of the security of a system" means the unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of the personal information maintained
by a business; and
(2) "Breach of the security of a system" does not include the good faith acquisition of personal
information by an employee or agent of a business for the purposes of the business, provided that
the personal information is not used or subject to further unauthorized disclosure.

(b) Business owns or licenses personal data -- Investigation of breach. --

(1) A business that owns or licenses computerized data that includes personal information of an
individual residing in the State, when it discovers or is notified of a breach of the security of a
system, shall conduct in good faith a reasonable and prompt investigation to determine the
likelihood that personal information of the individual has been or will be misused as a result of the
breach.



HHS on Breach

A breach under the HIPAA Rules is defined as, “...the acquisition, access, use,
or disclosure of PHI in a manner not permitted under the [HIPAA Privacy
Ruie] which compromises the security or privacy of the PHI.” See 45 C.F.R.
164.402.6

Unless the covered entity or business associate can demonstrate that there
is a “...low probability that the PHI has been compromised,” based on the
factors set forth in the Breach Notification Rule, a breach of PHI is presumed
to have occurred. The entity must then comply with the applicable breach
notification provisions, including notification to affected individuals without
unreasonable delay, to the Secretary of HHS, and to the media (for breaches

affecting over 500 individuals) in accordance with HIPAA breach notification
requirements. See 45 C.F.R. 164.400-414.

https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf



Email and HIPAA
Violations

A single instance of an
employee emailing PHI to a
home computer could be
classified as a data breach!




Cloud and HIPAA
Violations

PHI may end up on
personal devices

© 2021 Designer Security, LLC
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Crisis and Opportunity

“A crisis is a fluid and dynamic state of affairs containing equal
parts danger and opportunity. It is a turning point, for better or
worse.”

Stephen Fink
Crisis Communications: The Definitive Guide to Managing the Message

© 2021 Designer Security, LLC 22



HAZARDOUS
MATERIALS




Risk Factors

 Retention. The time that the data exists.

* Proliferation. The number of copies of the data.
* Access. The number of people with access and ways of accessing.

HAZARDOUS
MATERIALS




How Are Incidents Uncovered?

“Don’t expect a mint on your pillow or a nightly offer of a
“turndown service” from hackers to alert you to their presence.
Breaches aren’t discovered for months in 96% of cases.”

Verizon 2018 Data Breach Investigations Report



How Are Incidents Uncovered?

SUSPICIOUS ALERT FROM SECURITY ROUTINE AUDIT
ACTIVITY THIRD PARTY EVALUATION LOG ANALYSIS
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HIPAA Breach Notification Rule

45 CFR §§ 164.400-414

Individual Notice
No later than 60 days following discovery of a breach

Media Notice

500 residents in one state
No later than 60 days following discovery of a breach

Notice to the Secretary
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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What to Do Before a Breach

* Appoint a Security Officer
* Institute a Security Awareness & Training Program
* Develop an Incident Response Plan

* Develop a Contingency Plan
* Implement a (offline!) data backup plan

* Sign BAAs

* Conduct a risk analysis

* Encrypt ePHI on all devices

* Evaluate your need for cyber insurance



Incident Response Plan

This plan covers more than just breaches

Define what you mean by incidents orevents  Cum—)

* Example: “A security incident is defined as unauthorized acquisition of data that compromises the
security, confidentiality, or integrity of personal information maintained by us.”

Roles and Responsibilities
* Example: “All employees must report any suspected or confirmed security incident to the Security
Officer immediately upon discovery.”

* “When notified of a security incident, the Security Officer will perform a preliminary analysis of the
facts and assess the situation to determine the nature and scope of the incident.”

* “The Security Officer will contact the practice attorney.” List NAME and PHONE NUMBER.
* “If advised by legal counsel, contact the cyber insurance carrier.” List NAME and PHONE NUMBER.

Log all incidents and remedial action
* Date of report, incident reporter, reported to, description, date closed, mitigation steps.

Take detailed notes during the response process



Cyber Insurance

“...the purpose of insurance is to protect people from the m

full consequences of significant adverse events that occur 0
with low probability and little predictability.”

© 2021 Designer Security, LLC



24.4% of audiologists in our survey
reported having cyber insurance

Cyber
Insurance
N
Audiology

38.8% for those who spend > $500
per year reported insurance

Around 1/3 of US companies
Healthcare close to 65% in 2020

021 Designer Security, LLC 31



Cyber Insurance

* Triggers (event for policy to apply)
e Data breaches

* Cyber extortion including ransomware
e Business email compromise

* |nsurance often covers:

* Business interruption * HIPAA fines/penalties
* Ransomware payments * Legal fees and expenses
e |IT forensics * Notifying patients about breach

* Data compromise protection (e.g., credit monitoring)

* |nsurance May not cover:
* New hardware
* PCl fines
* Reputation damage
* Social engineering / “voluntary parting”



Insurance Application Questionnaire

Information Security

® Do you back-up mission critical data regularly, routinely store recent back-ups off-line and ensure
your backups are well isolated from threats against your production systems?
e How often do you implement system security updates or patches?

Data Encryption & Physical Security
® Do you encrypt all electronic information that leaves your physical control (laptops, mobile
devices, storage, etc.), using strong encryption and keys so that only you can decrypt it?

Security Protocols

® Do you use technical measures, devices or tools and techniques including: firewalls, anti-virus,
passwords/authentication, to preclude unauthorized infiltration, modification or corruption of your
network, including endpoints and sensitive assets within the network?



What to Do After a
Suspected Breach

1. Invoke your incident response plan é

Ensure the right people do the right thing.

2. Assess the probability of PHI compromise

A breach is presumed unless you can show a low probability
of PHI compromise.

3. Contact your attorney

They will advise whether you should also contact your
insurance carrier and/or a forensic investigator.

© 2021 Designer Security, LLC 34



What NOT to Do Immediately

* Don’t panic. Hasty decisions cause more harm.

* Don’t cancel all your appointments.

* Don’t fire anyone.

* Don’t notify patients.

* Don’t wipe and re-install your systems.

* Don’t destroy any data. It may be needed for an investigation/claim.



What (More) to Do After a Suspected Breach

Define the incident
* What was observed (not what happened)?
e Calculate 60 days from the discovery date

Stop the incident
* An attacker may still be present and/or active

e Document the incident

Notify appropriate individuals/authorities/agencies

Prevent the incident from happening again




What is that thing you gave us?!

e

4 3 2 1

Ground Data+ Data- Power




Takeaways

Next week you should:

- Appoint a Security Officer
- Review data backups

In the next 3 months you should:

- Develop an Incident Response Plan
- Establish a culture of security

Within 6 months you should:
- Conduct a risk analysis
- Explore options for cyber insurance

© 2021 Designer Security, LLC




Resources

Data Breaches: Crisis and Opportunity
Sherri Davidoff, Pearson, 2020.

HIPAA News Releases & Bulletins
https://www.hhs.gov/hipaa/newsroom/index.html

FBI Data Breach
https://tips.fbi.gov
https://www.fbi.gov/contact-us/field-offices

July 2021 Healthcare Data Breach Report
https://www.hipaajournal.com/july-2021-healthcare-data-breach-report/
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